CateLMS

P4.2 — Security & Encryption Audit

Pass/fail checklist verified against shipped code - re-audited at v1.95.5 - July 2026

This is the second of the two audits in the roadmap, and the counterpart to P4.1. Where concealment was about

what a curious user sees, this is about what a district security reviewer must be able to verify: that Pll is encrypted,

that encryption fails safe, that every sign-in path is enforced, and that no user can read another org’s data. Every

check below was run against the actual code — "PASS" is observed, not assumed. This revision reflects the re-audit

after the three original findings were fixed in v1.95.5.

Overall: PASS. The security foundation was already strong — AES-256-GCM authenticated encryption that fails

CLOSED on write, the master key isolated in the server’s secure configuration (outside the database), the org-scope

boundary applied broadly, and a sign-in surface hardened end-to-end in the 1.95.x arc. The three findings from the

first pass (an incomplete auditor map, a silent key-fallback, and no plaintext-scan) have all been closed and re-

verified. No Pll is exposed or unencrypted, and the automated audit now covers every model it claims to.

Scorecard

Area

1. Encryption

Check

PIl fields encrypted with a strong cipher

Result

PASS

Notes

AES-256-GCM (authenticated) via CC_Encryptable on all
20 PlI-bearing models. Covers notes, goals, messages,
MTSS reasons, accommodations, conference data, sub-
plans, principal Pll, device labels, risk factors.

1. Encryption

Every Pll model actually declares its encrypted fields

PASS

All 20 models using CC_Encryptable declare a non-
empty Sencrypted_fields protecting real PIl. Verified
individually.

1. Encryption

Automated coverage auditor verifies every Pll model

PASS

RESOLVED (was Finding 1). The auditor’s map now lists
all 20 models using CC_Encryptable (was 9). The map is
a single shared source of truth used by both the
coverage check and the plaintext scan. Re-audit: 20/20
covered, zero missing.

2. Fail-closed

Encrypt fails closed (never writes plaintext)

PASS

encrypt() throws RuntimeException on any openssl
failure and audit-logs encryption.failure; it never
returns plaintext. Regression-guarded since v1.23.2.

2. Fail-closed

Decrypt fails safe (never leaks ciphertext/garbage)

PASS

decrypt() returns empty string on corruption or auth-
tag mismatch, never raw ciphertext. GCM tag
verification is enforced.

2. Fail-closed

Plaintext-left-behind detectable

PASS

RESOLVED (was Finding 2). New read-only
CC_Encryption::scan_plaintext_pii() reports any non-
ENC values in Pll columns (never modifies). Run before
pilot via GET /compliance/encryption-status?scan=1
(admin-only).

2. Fail-closed

Master key outside the database

PASS

Master key read from a server-side configuration
constant (CC_ENCRYPTION_KEY), derived per-purpose
(encrypt vs search). Never stored in a table, never in
database backups.

2. Fail-closed

Unset key is surfaced, not silent

PASS

RESOLVED (was Finding 3). If CC_ENCRYPTION_KEY is
absent, an admin error notice now shows on every
admin page and is NOT dismissible until a dedicated key
is configured (was a soft, dismissible notice on CateLMS
pages only).




Area

3. Sign-in

Check

Brute-force protection on password login

Result

PASS

Notes

CC_Login_Throttle: per-IP progressive backoff + throttle
at 10, with OTP self-rescue; never hard-locks an
account. (v1.95.0)

3. Sign-in

Password quality enforced at every set point

PASS

CC_Password_Policy applied on self-change, reset, and
parent set-password. Length + breach/common screen;
NIST-aligned. (v1.95.1/.4)

3. Sign-in

New-device / step-up 2FA

PASS

Untrusted device or geo-anomaly forces an emailed
OTP before a token issues; 2FA mandatory for staff.
Pre-existing, verified intact.

3. Sign-in

Reset & change-password are re-auth protected

PASS

Reset is enumeration-safe + rate-limited; change-
password requires current password OR an emailed
code, and destroys sessions / notifies on change.
(v1.95.4)

3. Sign-in

Platform admin / login endpoints closed to end-users
& snoopers

PASS

Users without site-administrator privilege are
redirected out of the admin area; logged-out hits on the
platform login endpoint bounce to the CateLMS sign-in;
the owner retains a private escape-hatch key.
(v1.94.0/.1)

4. Permission
boundary

Org scope on list endpoints

PASS

get_visible_org_ids() applied across the API (46 call
sites in the core file plus every data trait). /students
returns empty when no visible orgs — the correct fail-
safe.

4. Permission
boundary

No unauthenticated Pl list endpoints

PASS

All __return_true GET routes are auth flows, SSO
handshakes, extension info, translations, or token-
gated share links — none dump PII. Shared sub-
plan/principal-approval validate an unguessable token
and 404 otherwise.

4. Permission
boundary

No bulk-decrypt data egress in cron/reports

PASS

Scheduled reports are content-blind (they carry links,
not decrypted PIl); no cron path bulk-decrypts and
emails PII.




Findings — all resolved (v1.95.5)

Finding 1 (was High) — auditor covered only 9 of 20 models — RESOLVED

The self-auditor reflects into each model and confirms its encrypted columns exist, but its hardcoded map listed only
9 of the 20 models that use CC_Encryptable — so 11 Pll-bearing models (conference reports, sub-plans, specialized
plans, accommodations, all four MTSS models, risk history, principal approvals, device labels, assignment variants)
were never verified. All 11 were added. The map was also extracted into a single shared method
(encryptable_model_map()) used by both the coverage auditor and the new plaintext scan, so there is exactly one list
to keep current. Re-audit: every model using the trait (20/20) is now covered, with zero missing.

Finding 2 (was Low) — no way to detect leftover plaintext — RESOLVED

Because decrypt() passes through non-ENC: values (a migration accommodation), a stray plaintext Pll value would be
served rather than flagged. A read-only scan, CC_Encryption::scan_plaintext_pii(), now reports any non-encrypted
values in the declared PIl columns — it counts and names them but never modifies data. An operator runs it before a
pilot via GET /compliance/encryption-status?scan=1 (admin-only) and re-saves any flagged records to encrypt them.
Verified to contain no data-mutating statements.

Finding 3 (was Medium) — silent key fallback — RESOLVED

If CC_ENCRYPTION_KEY is undefined, derive_key() falls back to a derived system key. Encryption still works, so this
was never an "unencrypted PII" bug — but the fallback hid a misconfiguration and coupled PII keying to system-
managed keys that are rotated on a different lifecycle. The admin notice that warns about this was previously soft (a
dismissible "warning" shown only on CateLMS pages). It is now an error-level notice shown on every admin page, and
it cannot be dismissed until a dedicated key is actually configured — so the risk can’t be clicked away while it persists.

What'’s solid

e Authenticated encryption (AES-256-GCM) on all 20 PIl models — confidentiality and tamper-detection, not
just confidentiality.

e Fail-closed writes: the system throws rather than ever persisting plaintext Pll, and logs the failure.

e Key isolation: the master key lives in server-side configuration, never in the database or its backups; per-
purpose derivation separates the encryption key from the searchable blind-index key.

e Org-scoped reads: get_visible_org_ids() is the boundary, applied across the API surface, and fails safe (no
visible orgs = no rows).

e Hardened sign-in: brute-force throttle with self-rescue, NIST-aligned password policy, mandatory staff 2FA +
new-device step-up, protected reset/change flows, and a closed platform-administration and login surface.

e Content-blind reporting: scheduled reports carry links, not decrypted PII, so there’s no bulk-decrypt egress
path.

Status

All three findings are closed and re-verified against code in v1.95.5. The scorecard above is now all-PASS. Nothing in
this audit remains open.

Net assessment : CateLMS’s data-protection design is genuinely strong and the sign-in surface is hardened end to
end. The refinements from this audit — a complete automated coverage check, a loud-and-persistent warning when



the encryption key isn’t configured, and a read-only way to confirm no plaintext remains — mean the security story
you can show a reviewer is not only sound but self-verifying: the automated audit covers everything it claims to, and
an operator can prove the store is fully encrypted before the first real student record lands.

Operational note: before a real pilot, set a dedicated CC_ENCRYPTION_KEY in the server configuration (the admin notice will
confirm when it’s in place) and run the plaintext scan once to confirm a clean store.



CateLMS

Security & Encryption Audit

Internal review - v1.72 - July 2026 - Prepared for district IT / security review

Summary

models).

was confirmed.

evidence behind it.

Scope: application-layer encryption, authentication, access-control boundary, injection surface, data lifecycle,
and Al-data handling — audited directly against the v1.72 codebase (371 endpoints, 91 tables, 21 encrypted

Result: the security architecture is sound. One defense-in-depth gap was found and fixed during this audit
(developer/diagnostics routes gated only by internal checks, not at the route). No data-exposure vulnerability

This document is written to be handed to a district IT reviewer: each control has a pass/fixed verdict and the

1. Encryption at rest

Strong cipher PASS
Key management PASS
Fails closed on encrypt PASS
Safe on decrypt PASS
Coverage of sensitive fields PASS

AES-256-GCM (authenticated encryption) via
OpenSSL; 96-bit random IV per record.

Master key from CC_ENCRYPTION_KEY (config);
per-purpose subkeys via HKDF-SHA256. Separate
search key.

Encrypt failure throws RuntimeException — never
silently writes plaintext (fixed historically in v1.23.2).

Corrupt/wrong-key data returns empty, never raw
ciphertext; tamper detected by GCM auth tag.

21 models encrypt PII fields (counselor notes,
conference reports, interaction logs, accommodations,
grades, messages, attendance, IEP/504 plans,
devices).

Note on key configuration: if CC_ ENCRYPTION KEY is not defined, the system derives a key from
salt('auth') and surfaces an admin warning. For a district deployment, setting an explicit
CC_ENCRYPTION_KEY in config.php is the recommended hardening step and should be a checklist item at

install.

2. Authentication & session

Multiple auth factors PASS
Token integrity PASS
Programmatic login is gated PASS

Password + WebAuthn passkeys + TOTP/OTP 2FA;
SSO via SAML and OAuth; JWT exchange for app
sessions.

JWT signed HMAC-SHA256; hash_equals constant-
time comparison; expiry enforced.

The only server-side auto-login (parent flows)
requires a single-use, short-lived, hashed token or
verified OTP delivered out-of-band.



Enumeration resistance

Device lock screen

PASS

PASS

Login/request-code/password-login return generic
success/failure — do not reveal whether an account
exists. Rate-limited per destination.

Server-enforced lock (HTTP 423) gate on cc/vl
routes; unlock primitives intentionally public and
rate-limited.



3. Access control & multi-tenant boundary

Central permission layer PASS
Org isolation (multi-tenant) PASS
Role separation PASS
Public endpoint inventory PASS

Finding & remediation (the one real gap)

route registrations would (correctly) flag them.

733 permission checks across the codebase; single
CC_Permissions boundary (get visible org ids,
can view student, role checks).

List/read endpoints scope to the caller's visible
organization IDs; cross-org access requires explicit
admin grants.

Distinct capabilities for teacher / counselor / admin /
parent / state-admin; plain-teacher scoping verified
(e.g. a teacher sees only their own students, behavior
reports, and Al calls).

37 public endpoints remain, all intentional: auth, SSO
callbacks, tokenized shares, i18n. Every one either
needs no auth or validates a token internally.

FOUND: 15 developer/diagnostics routes (/diagnostics/*, e.g. probe-student, credit-summary, cleanup-failing)
were registered with permission_callback => _return_true, i.e. public at the route level. Each handler DID re-
check for a super-admin internally, so no data was actually exposed — but relying solely on an internal check
is fragile: a future edit could drop the check and silently open the route, and an external reviewer scanning

FIXED: All diagnostics routes now gate at the route level with a dedicated check site admin
(manage options) callback, matching the internal checks. This is defense in depth — the route is closed even if
an internal check is ever removed. Public-endpoint count dropped from 52 to 37.

4. Injection & input handling

SQL injection PASS
Output escaping PASS
Al prompt-injection surface PASS

5. Data lifecycle & auditability

76% of DB calls use $clmsdb->prepare() inline; the
remainder are schema DDL, the DB abstraction layer,
or static-literal queries with no user input. Spot-
checks of interpolated queries confirmed all user
values pass through prepared placeholders.

Front-end renders through escapeHtml/esc helpers;
URLSs via esc_url; no raw interpolation of user data
into markup found in spot-checks.

PII scrubber runs before every Al call; assistant is
content-blind (sensitive note bodies are not sent);
tool-use capped; compliance verifier logs and scans
every exchange.

Non-destructive uninstall PASS

Audit trail PASS

uninstall.php only drops tables when
cc_delete data on_uninstall is explicitly set (defaults
false). District data is never deleted on a routine
plugin removal.

158 audit-log points record security-relevant actions
(logins, consent, password changes, admin actions, Al
exchanges) with actor and timestamp.



Consent lifecycle PASS Parent data-sharing uses affirmative, versioned, dated
consent (pending — active), plus teacher attestation
and, where present, a district data-sharing agreement
basis.

No hardcoded secrets PASS No API keys, passwords, or tokens hardcoded in
source; Al keys resolved at runtime; passwords
hashed by system.

6. Recommendations (hardening, not blockers)
The system passed. These are optional hardening steps that further strengthen a district deployment:
e Set an explicit CC_ENCRYPTION_KEY in config.php at install (rather than relying on the salt
fallback). Make it an install-checklist item.

e Commission an external penetration test before or during the first district-wide rollout — an
independent test is standard for district procurement and complements this internal audit.

e Add a route-registration lint to CI that flags any new _ return_true endpoint, so the diagnostics-
style gap cannot recur unnoticed.

e Document a key-rotation procedure for CC_ ENCRYPTION KEY (re-encrypt on rotation), so
districts have a clear answer if they ask about key lifecycle.

e Consider SOC 2 groundwork as the pilots convert — competitors cite SOC 2 compliance, and the
audit trail and access controls already in place are much of the substance behind it.

This is an internal engineering audit against the v1.72 source, intended to support district IT review. It is not a substitute for an independent
third-party penetration test or a formal SOC 2 examination, both of which are recommended as the product scales.



